Carrollton Police Department
Standard Operating Procedure

TE-111
License Plate Reader

PURPOSE

A.

C.

It is the policy of the Carrollton Police Department to utilize License Plate Reader (LPR) and
Automated License Plate Reader (ALPR) technology for official and legitimate law
enforcement purposes only. The goal is to increase the efficiency and effectiveness of its
public safety efforts in a manner that safeguards the legitimate privacy concerns of law-
abiding citizens.

This Standard Operating Procedure establishes policy and procedures for the use and
oversight of the Department’s License Plate Reader technology and provides guidance
on the application and use of License Plate Readers, management of License Plate
Reader data, and maintenance of License Plate Reader equipment.

Affects: All Personnel

POLICY

A.

B.

Authorized and properly trained personnel may use approved License Plate Reader
systems for official use only. The following uses are expressly prohibited: traffic
enforcement, immigration enforcement, harassment or intimidation, use based solely on
a protected class (such as race, sex, religion) and personal use.

All alerts received from the License Plate Reader system must be human verified before
enforcement action is taken.

DEFINITIONS

A.

Alert/Hit: A positive indication, by visual and/or audible signal, of a potential match
between data on the hot list and a license plate scanned by the LPR system. An alert is
not conclusive confirmation that a license plate is wanted. Additional investigation is
warranted when an alert is indicated.

Automated License Plate Reader (ALPR) system: high speed, computer controlled
camera system that captures and compares digital images of license plates and stores
data for a specified retention period for investigative purposes.

Download: The transfer of hot list data from TCIC, NCIC or other data sources consisting
of license plates and associated data to the LPR system.

Fixed: Stationary cameras via pole mounts that are permanently affixed. Movement of
these cameras is only permissible by trained professionals. Fixed Cameras under
contract will only be moved by the contracted vendor. Fixed Cameras purchased by the
Department will only be moved by certified officers designated by the Investigations
Bureau Chief.

Hot List: License plates associated with vehicles of interest from an associated database,
including, but not limited to, agency arrest warrants, NCIC, TCIC, local BOLOs, partner
agency arrest warrants, etc.

Transportable: Cameras that are mounted in or on trailers. These can be moved but
operate in a stationary capacity and are generally parked in a median, parking lot, or other
public space.

License Plate Reader (LPR) system: A framework of mobile and fixed devices that uses
cameras and computer technology to capture and compare digital images of license
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plates to lists of known plates of interest.

LPR-Generated Data: Data obtained by an LPR of license plates within public view that
are read by the device, including potential images of the plate and vehicle on which it was
displayed, and information regarding the location of the vehicle at the time of the LPR
read.

LPR Operator: An employee properly trained in the use of the LPR system.

Mobile: Cameras that are mounted within police vehicles. These operate while the
vehicle is parked, in motion, and idle.

V. GENERAL PROCEDURES

A.

B.

B.

The License Plate Reader systems are used for the identification of stolen vehicles, stolen
license plates, wanted or missing persons and the investigation of criminal offenses.

The Crime Analysis Unit manages all LPR systems and any related databases
maintained by the Department.

Requests for deployment of transportable cameras, adjustments to permanent cameras,
or issues with equipment and/or databases associated with mobile cameras shall be
immediately reported through the LPR operator's chain of command to the Crime
Analysis Unit Sergeant. Equipment repairs should be reported to the Community Service
Officers via the Equipment Maintenance Form on SharePoint.

The Crime Analysis Sergeant or assigned designee will visually inspect any
Transportable LPR equipment to ensure they are in proper working order upon
installation, and that their exterior camera lenses are clear and the cameras have not
been altered in any way.

Maintenance on any portion of the LPR system will only be conducted by a properly
trained employee or designated vendor.

Operators will only sign onto LPR systems with their assigned credentials and shall not
operate under any other credentials.

1. Operators will log out at the end of each shift.

LPR Operators should leave the LPR system operational while patrolling for the duration
of their shift.

1. The LPR screen can be minimized in the background and can be constantly
operational even when on other calls.

It is the responsibility of the Crime Analysis Unit to ensure the most recent hot lists are
updated and downloaded onto the LPR system.

Upon receiving an alert, the LPR Operator will use the displayed information to determine
the accuracy and nature of the alert.

1. The LPR Operator will visually verify that the subject tag and the actual read on
the LPR screen are the same, including validating the state of the license plate.

Once the alert has been validated, the LPR operator should take appropriate action based
on the type of alert in accordance with training.

1. If the alert is for a stolen vehicle, the LPR operator shall confirm the alert is still
active by running a check on the information through NCIC/TCIC.

2. Receipt of a stolen vehicle LPR alert may not rise to the level of reasonable
suspicion and is certainly not sufficient probable cause to arrest without
confirmation that the vehicle is still wanted.

USE OF MOBILE LPR SYSTEMS
A.

Operators with Mobile LPR hardware fixed to their assigned vehicle will visually inspect
the exterior cameras to ensure the lenses are clear and the cameras have not been
altered in any way.

The Department’s Training Unit will coordinate with the Crime Analysis Unit to ensure
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G.

officers are properly trained before released from field training and accessing LPR data
or participating in LPR field operations.

The Department’s Crime Analysis Unit will be responsible for entering BOLOs, Officer
Safety Alerts, and other vehicles of interest into the Agencywide hotlist as appropriate.

Employees with a vehicle or information they believe should be entered into the
Agencywide hotlists should forward such requests to the Crime Analysis Unit for review
and entry. If a Crime Analysis Unit member is unavailable (ie; after hours) and there is a
need to enter onto the agencywide hotlist with undue delay, an on duty patrol supervisor
will review and enter the information accordingly.

Users researching LPR hits or reads in the LPR and ALPR systems will ensure a search
reason is noted. All system access requires a valid reason. Users will document a search
reason and an auditable number, such as a CAD or case number, for every search.

The Crime Analysis Unit Sergeant shall conduct quarterly audits of 2 random searches
each from a random sample of 10 users to ensure policy compliance. Audits will verify
that each search was supported by a valid reason and an auditable case or CAD number.

The Crime Analysis Unit Sergeant will immediately report any violations or discrepancies
found in a quarterly audit to the Investigative Support Division Commander.

VI. USE OF TRANSPORTABLE LPR SYSTEMS

A.

B.

The Crime Analysis Unit will manage, maintain, and inventory the transportable LPR
trailer systems.

Employees or volunteers who deploy the trailer system will be properly trained by the
Crime Analysis Unit prior to deployment.

VII. USE OF FIXED LPR SYSTEMS

A.

C.

The Crime Analysis Unit will act as the official Department liaison with Flock and other
companies in which the Department contracts to install fixed LPR systems. LPR data is
owned by the Carrollton Police Department and is never sold to third parties. The LPR
system does not use facial recognition and does not collect biometric data.

The Crime Analysis Unit will administer, maintain, and ensure proper use of the Flock
database system. This includes training Department staff, managing sharing MOUs as
appropriate, and verifying equipment is in working order.

Officers choosing to create hotlists in the Flock System will ensure that they are following
procedures and practices outlined by the Department’s provided training.

VIII. RETENTION

A.

LPR and ALPR generated data will be purged after a 30-day retention period unless a
longer retention period has been identified for court or investigative purposes. Deletion
is automatic and system-enforced at the end of the retention period. Any longer retention
must be authorized in writing by the Crime Analysis Unit.

Access to LPR data is restricted to employees of the Carrollton Police Department.

1. LPR data may be shared with another criminal justice agency for lawful
investigative purposes. Sharing agreements with agencies outside the State of
Texas may only be approved by the ISD Commander.
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